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Why HIPAA Compliance

If you work in the healthcare industry or handle healthcare data, you’re more than likely familiar 

with HIPAA, the Health Insurance Portability and Accountability Act.

In case you’re not familiar with it, HIPAA is a set of regulations that are meant to protect the 

privacy of a person’s personal health information (PHI) whenever it’s transferred, received, 

handled, or shared.

HIPAA provides patients the ability to transfer and continue their health insurance when they 

change jobs or insurance providers, reduces healthcare fraud and abuse, and implements industry-

wide standards for handling healthcare information during billing and other business procedures.

HIPAA compliance isn’t optional if you’re a healthcare provider, or a business associated with one. 

So, we’ve put together some simple tips to help you operate securely in the healthcare space.
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Familiarize yourself with the law and your responsibilities.

The first step is to understand what compliance entails and why your organization is doing this.
If you’re a health care provider, or you handle billing, manage a patient record management 
software, or otherwise handle and transfer personal health information, you must comply with 
HIPAA.

The U.S. Department of Health & Human Services has a simple, easy-to-understand summary of 
the key elements of HIPAA’s Security Rule online.

The general rules are as follows:

1. Ensuring the confidentiality, integrity, and availability of any Personal Health Information 

(PHI) that you create, receive, maintain, or transmit.

2. Identifying and protecting against reasonably anticipated threats to the security or integrity 

of any PHI.

3. Protecting against reasonably anticipated, impermissible uses, or disclosures of PHI.

4. Ensuring compliance by the workforce.

HIPAA also details more information in the areas of security risk analysis and management, 
administrative safeguards, physical safeguards, technical safeguards, organizational requirements, 
and documentation requirements.

If your organization already has a security program but isn’t necessarily HIPAA-compliant, your 
team should compare what policies, procedures, and processes have already been built into your 
program and identify any missing requirements.

As you and the security team identify these additional requirements, make sure to note any 
monetary costs and resource costs associated with building and implementing missing processes 
or program areas, since these will be important in the next tip.
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Use a HIPAA compliant information security program as a competitive 
advantage.

In the era of relentless attacks, setting your organization apart as a secure and compliant entity 
can set you apart from other health care providers or business associates that don’t have robust 
security programs.

Complying with HIPAA can help you acquire new businesses and assure potential clients and 
patients that you have a strong security program in place that adheres to best practices. Business 
partners and customers will recognize your commitment to information security.

Does the board agree with the move toward HIPAA compliance?

Committing to meeting HIPAA’s information security requirements must come from the highest 
levels of the organization. Everyone on the leadership team should understand and educate 
themselves about HIPAA requirements and what it would take to implement these items.

The board should have access to an accurate estimate of the operational and monetary and 
operational costs of what it would take to make the organization HIPAA-compliant. This way, 
they’ll be able to make an informed decision about meeting compliance requirements and how 
they align with larger organizational objectives.

Evaluate your implementation options.

Once the entire organization and the leadership team agree that HIPAA compliance will be a 
priority in security, your security team must determine how to move forward.

Your security program should be implemented in a way that gives your organization the ability to 
make informed decisions about the state of your security program, on top of satisfying the 
appropriate HIPAA requirements.

This means that your security program should be built with sustainability and operationalization in 
mind, not blindly implementing HIPAA-required processes and programs in your documentation.
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Evaluate your implementation options.

Once the entire organization and the leadership team agree that HIPAA compliance will be a 
priority in security, your security team must determine how to move forward.

Your security program should be implemented in a way that gives your organization the ability to 
make informed decisions about the state of your security program, on top of satisfying the 
appropriate HIPAA requirements.

This means that your security program should be built with sustainability and operationalization in 
mind, not blindly implementing HIPAA-required processes and programs in your documentation.

Make sure your organization accounts for any additional resources you’ll need to implement and 
execute any additional processes.

If you don’t have any internal resources, consider bringing some on, contracting an experienced 
individual, or outsourcing program development and implementation with an information security 
consulting service.
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“Building an effective security program with a repeatable system to manage and 
make informed decisions about security is incredibly complex. The CISOSHARE team 
has a proven track record in completing large-scale security projects.”

Mike Gentile
CEO and President of CISOSHARE

CISOSHARE is driven to improve our world as the leading provider of cyber security services for 
rapidly growing organizations. Located in Southern California and recently ranked in 2018 as 
the 6th fastest-growing private organization in Orange County, our team establishes a culture of 
continuous learning and teaching in ourselves, our clients, and our community. Our employees are 
veterans, students, and leading experts in the cyber security discipline. Our clients require the best 
in cyber security advice and service, and we work with passion every day to deliver it.

Our primary service pillars offer best practice program assessments, technical vulnerability and 
penetration testing services, incident response and remediation retainers, as well as large-scale 
professional services in the area of security program and security architecture development.

We also offer managed services such as security program process or role performance for our 
clients. This ranges from virtual CISO services on the role side to the ongoing performance of 
third-party security assessments on the process side. Finally, our team has designed a security 
program measurement and improvement solution that integrates into our managed service 
offering for a progress-based approach. 

ABOUT CISOSHARE
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Our Methodology
The CISOSHARE methodology has been based on decades of experience implementing security 
programs for organizations all over the world. 

We use the following four characteristics of a healthy security program as the basis of each plan 
and engagement:

Establish a benchmark for security

Security should be defined in your environment through your security policies, standards, 
program, and process documentation. Your benchmark is the current state of your information 
security program, which will be what you measure against in the future.
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Measure against the benchmark

As your organization conducts assessments, you should measure against the initial benchmark to 
see how effective changes to your security program are.

Enable informed decision-making

Your security program should have an effective communication system in place to provide key 
stakeholders and members of your organization's management. The system should relay the 
results of your measurements and other information they need to make informed decisions about 
your security program.

Support the execution of decisions

Once organizational leadership has made a decision, your security program should enter an 
execution state. Begin the security projects that have been approved, and regularly track the 
progress and results.
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Working with CISOSHARE

When it comes to building and implementing an information security, time is of the essence.

Whether your organization already has security program documentation that needs to be updated 
or you want to start from the ground up, CISOSHARE can bring you up to speed quickly.

CISOSHARE SERVICES

Build a repeatable, measurable 
security program that complies 
with HIPAA and other applicable 
regulations.

Repeatable Security Program

Help you implement best 
practices and safeguards that 
can help your team adapt and 
make progress with security.

Best Practices and Safeguards 

Establish a security program that 
can meet and adjust to unique 
business needs.

Customized Solutions

How the CISOSHARE Team Adds Value:
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Information Security Services

CISOSHARE’s security services are typically 
delivered in one of two ways: professional 
services and managed services.

Professional Services

CISOSHARE’s professional services are 
delivered as project-based consulting 
engagements with specific, customized scopes 
of work.

Individual, standalone projects are often used 
to support an immediate business need like 
responding to a customer request or regulatory 
requirement, or part of a longer, more 
foundational project.

CISOSHARE SERVICES

Best Practice Program Assessments
Review your existing security program to identify 
gaps within your program and environment with 
the help of an experienced security team. 
Completing an assessment with remediation in 
mind will make it easier to identify projects to 
improve your security program.

Vulnerability and penetration testing on your 
environment as part of a comprehensive program 
assessment. Identify aspects of your 
environment that could be exploited by external 
or internal users to identify confidential 
information, and other vulnerabilities in your 
network.

Vulnerability and Penetration Testing

Incident management, response, and remediation 
give your organization more time to make 
informed decisions when you need. Incident 
management services will develop and train your 
team for an incident response program. Our 
security team is available help you define, 
manage, respond, and recover from security 
incidents.

Incident Response and Remediation Retainers

Security program development applies to 
everything involved with building security 
program documentation and implementing it. A 
strong security program should include 
components such as a charter, policies, 
processes, and measurement activities in each of 
your program domains.

Security Program Development

Understand your organization’s network structure 
and where your data lives so that the proper 
safeguards are put in place. Map and understand 
your data, assess the susceptibility of your network 
to attacks, and establish a roadmap to bring your 
architecture to an ideal future state.

Security Architecture Development

Make sure your organization is prepared to meet 
any SOC Certification requirements with the right 
processes and the resources you need to execute 
them properly.

SOC Certification Readiness 
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Managed Services

CISOSHARE’S managed security services are perfect for organizations that don’t have the 
resources to run their security programs efficiently or want expert assistance at the fraction of the 
cost of building out your internal team.

Managed services are delivered through process performance, role performance, or a complete 
security program.

CISOSHARE SERVICES

Fill missing roles in your security program with 
experienced resources without having to go 
through the process of finding them. Whether 
you need an interim CISO, a risk analyst, or other 
missing roles from your security program to 
execute all your policies and processes.

Role Performance
Managed security providers are also available to 
those who want to outsource only specific 
processes in their security program. This could 
range from answering and managing third-party 
risk assessments, to vulnerability management, 
and even project management.

Process Performance

A complete managed security program is meant 
to give organizations everything you need to 
develop, manage, and maintain a successful 
security program. This is a good option for 
organizations that need support in improving 
their overall security environment with the right 
resources.

Managed Security Program
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Testimonials

See what people say about us.

The pace in growing a publicly traded biotech firm is always fast and the need 
for alignment to security best practices and HIPAA is just as intense. The 

CISOSHARE team helped to deploy the initial security program policies, as 
well as many significant strategic initiatives that remained in place and 

appropriate until our future acquisition.

Tony Hayden 
Former IT Leader, Clarient Biotechnology

We were trying to understand the best structure for establishing a security program 
that supported all the highly differentiated business within our corporate family. Their 
roadmap and accompanying work provided a foundation that helped us set priorities 

for the program in place today.

Jeff Hecht
Chief Compliance & Security Officer, The Word & Brown

“

“

Visit our website for more
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