
A Practical 
Awareness Guide to 
Finding the Right 
Cyber Security 
Consulting Firm



Dear Security Leader,

Choosing a cyber security consulting firm isn’t easy. Why? Because you’re 
bombarded with fluff advertising, confusing claims, and bad information.   

From questionable prices and high-pressure sales to unqualified consultants 
and near-worthless methods — how do you ever find a qualified, competent 
professional cyber security consulting firm? 

Start by reading this guide and get insight on…

5 Questions to Ask a Cyber Security Consulting Firm Before Inviting 
Them into Your Organization  

The #1 Mistake to Avoid When Hiring a Cyber Security Consulting Firm 

4 Costly Misconceptions on Cyber security Programs 

Client Loss & Business Loss: A Guide to Better Position and Increase 
Your Cyber Security Program Budget 

The Importance of Value and Price 

How to Get Your Cyber Security Consulting Firm to Become One with 
Your Organization 

We wrote this guide to help you successfully choose a cyber security 
consulting firm. Now with this information, you can make an informed, and 
calculated decision.

If you have any questions about cyber security program building, you’re invited 
to call us at 800-203-3817 or schedule a call. We’ve dedicated our business to 
educating our clients. We’re happy to help you in every way we can.

Sincerely,

Mike Gentile
CEO |  CISOSHARE.COM
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tel:+1-800-203-3817
https://hubs.li/H0PDMwl0
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5 Questions to Ask a Cyber Security 
Consulting Firm Before Inviting 
Them Into Your Organization

1

Do you have case studies relative to my industry? 
The last thing you want to do is sign a contract to do business with a cyber 
security consulting firm only to find out their consultants are barely familiar 
with the framework that your organization needs to comply with. Ask about 
their previous experience, ideally with examples in your industry.

How would you explain cyber security to our HR 
director? 
As you know, security ties into most HR processes — integration with 
onboarding, setting policy, handbook integration, integrating requirements 
into job roles, ensuring access is provisioned appropriate to the role (IAM 
integration), background checks, etc.

Now, imagine a cyber security consultant steps into your organization to 
assess your overall environment. The consultant begins to introduce 
themselves to your HR director and begins to explain their intent to assist their 
department by using technical security jargon. The HR director begins to feel 
overwhelmed and disengaged.

When seeking cyber security consulting firm services, ask them how they 
would explain cyber security to your HR director in layman's terms. Security 
should be easy to understand. All departments should feel supported and 
willing to engage by realizing the benefits the consultants' services will add and 
how it will enhance their day-to-day tasks and decisions.
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What are you going to do to engage other 
departments in our organization?
Engagement and cooperation from all departments is crucial to strengthening 
an organization’s security posture. Some consultants consider engagement as a 
form of collecting documentation. Documentation collection should be part of 
the process. However, conducting workshops are the most effective way for a 
consulting firm to engage other departments and to fully understand your 
organization’s environment, the daily practices, and pain points departments 
undergo.

How will your security program development 
process accommodate my business and 
organizational requirements? 
A consulting firm should include the day-to-day tools used within your 
organization while they build and implement a security program that aligns to 
your business goals. This way, the consulting firm can secure the software and 
processes that are already in place without complicating daily work. Each 
department should be functional and able to work together.

How will you educate the departments within my 
organization so they can execute the documents of a 
security program?
Imagine spending weeks or even months working with a consulting firm to 
build security policies and processes, only to discover an easily preventable 
incident later. What happened? Having policy and process documents is well 
and good, but they aren’t going to be much help if your employees don’t know 
how to follow them.

Once documentation has been approved, make sure the consulting firm you 
work with can bring your employees up to speed. Knowing why a process is in 
place and the impact that not following it can have on the business’ security 
can make a difference. This can be done in the form of shadowing exercises. 
Once the processes are built, the consulting firm can perform the processes 
with your team until your team has fully grasped the process.
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The #1 Mistake to Avoid When 
Building a Cyber Security Program2

Building a strong security program entails various skill sets that need to be 
executed by multiple roles that specialize in different domains.

The number one mistake to avoid when hiring a cyber security consulting firm 
to develop a complete cyber security program is hiring a stand-alone, virtual 
CISO (vCISO). The constraint in this approach is that a vCISO is developing the 
program from a high level and won't have the capability to execute a complete 
security program because they will not be fully equipped with all the necessary 
security roles. It takes multiple roles to get it done – not just one person. The 
last thing you want is to realize you need to extend your budget.

If you're looking to outsource your security development work to a cyber 
security service provider, make sure you can find one that can offer you the 
various roles in addition to the dedicated security leader.
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4 Costly Misconceptions on 
Cyber Security Programs

3

1. We don’t need to outsource or hire dedicated 
cyber security staff.
It’s a common story in security: “We don’t need to hire dedicated security 
people. Our existing team can take care of it.” So, they try to build a cyber 
security program while staying on top of their current responsibilities. Security 
projects end up stalled and stagnant, or they don’t begin at all. The story 
usually ends in lost time and opportunity, and the organization will have to find 
an external team anyway.

2. Our organization is too small to be the target of a 
cyber-attack.
It’s tempting to think that your organization is small enough to fly under the 
radar. Hiring a consulting firm and building a full cyber security program would 
be overboard, right? But maybe your team discovers an incident down the line, 
or you must comply with a framework like PCI, or HIPAA to do business with a 
new client. 

Consider the increased scrutiny that today’s cyber attacks are placing on the 
supply chain. A growing number of organizations are looking at the security 
capability of their vendors and partners.
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3. We can build our program ourselves — nobody 
enforces security regulations anyway.
You and your team start building a cyber security program in-house and it 
seems like smooth sailing for a while, documenting policies and processes that 
weren’t there before. All’s well until you have to put documentation to the test 
when an audit comes around and it turns out the policies and documentation 
don’t line up to the right controls and frameworks. You’re hit with outrageous 
fees for non-compliance and have to go back and build everything all over 
again! Breach notification laws and compliance penalties in the U.S. are no 
joke, and they can have long-lasting impacts on your business.

4. We can’t start the development process 
until we have an expert on board.
On the other hand, it’s also tempting to think that you won’t start thinking 
about security until you have an expert on your team... but with a shortage of 
qualified security experts and high turnover in these roles, it might be a while 
before your team finds the right security leader to bring in-house. 

Instead of putting it off, your organization can get ahead by understanding 
what goals you want your security program to meet, establishing a budget, and 
laying out a plan for rolling the program out to each department once it’s ready.
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Client Loss & Business Loss: 
A Guide to Better Position and 
Increase Your Cyber Security 
Program Budget

4

1. Boil everything you need down into 3, no more than 5 overarching themes 
that you can easily communicate. These become your story points when asking 
for money and keep your story from being overwhelming.

2. Don’t make budget decisions for stakeholders. Present them options backed 
by data so they can buy into what is needed and make the decision themselves. 

3. Keep it simple and use phases. Most organizations are screwed up, so it will 
take a lot to fix them. Keeping it simple in how you explain, as well as phased, 
shows that you have thought it through but makes it more manageable to 
consume.

4. Push it up: if you don’t deliver and ask for how much you need, even if a lot, 
it’s on you. If you, clearly and simply, backed by data, present what needs to be 
done and the board or leadership don’t approve, it’s on them.

5. Always tie every remediation request back to the finding that it came from. 
Condense these into the themes, but always have them at the ready if you get 
detailed questions.
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The Importance of 
Value and Price

5

Consider the long-term vs the short-term value and impacts in every cyber 
security program service. The higher the cost, the higher return on investment 
your organization will gain from successfully choosing the proper cyber 
security consulting firm and service.

Take into consideration the cost it takes to recover from a security event. 
According to the “US National Cyber Security Alliance found that 60% of 
small companies are unable to sustain their business within six months of a 
cyber crime attack.” This makes it harder for an organization to bounce back. 
Eventually, the business can go under. Always ask yourself this – “What are the 
long-term and short-term impacts to the organization if I select this service?”

https://www.huffingtonpost.co.uk/shivvy-jervis/cyber-attacks-business_b_5083906.html
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How to Get Your Cyber 
Security Consulting Firm 
to Become One with Your 
Team and Your 
Organization

6

You’ve probably heard that cyber security touches every part of an 
organization, and it’s true. With the way that many organizations 
operate remotely or conduct business online with other 
organizations, this is more relevant than ever. The key to properly 
protecting every user, endpoint, software, and database is to find a 
cyber security firm that integrates with relevant teams and 
departments throughout the development process. 

Involving employees throughout the process will help ensure that 
the program protects them without additional red tape and 
restrictions. Feedback from departments should be incorporated 
throughout policy and process development. 

Education and training are also huge aspects of maintaining your 
program’s efficiency and execution. Training employees on how to 
execute cyber security practices while explaining why it matter and 
what impact they can have on your organization will make it easier 
for them to follow. Training and awareness keeps your team on the 
lookout for relevant risks and what to do in the event of something 
suspicious.

This training should extend all the way to your organization’s 
executive team and board. Keeping them on the same page about 
cyber security will make it easier for them to make informed 
decisions about security throughout the organization and 
understand any changes to your budget. The more the decision-
makers know about the potential impacts of risks and issues, the 
more likely they will be to support projects to address them.

[CISOSHARE] helped 
develop and implement 
a multi-year program 
roadmap and processes 
so we are well-
positioned to take on 
future complexities.

UCLA HEALTH, 
CISO

Brian Kreitzer



Here’s What to Do Now…

1. Subscribe to our podcast for more insight from 
our team of security experts

2. Schedule a call and learn about the best options 
to move forward with your security program

3. Sign up for our upcoming webinar and learn 
more about developing a security program with a 
CISO-as-a-Service

4. Download our Managed Services Case Study 
and learn how meeting security requirements 
helped a client close deals faster

https://hubs.li/H0PDPFR0
https://hubs.li/H0PDMwl0
https://hubs.li/H0PDNMt0
https://hubs.li/H0PDPb-0

